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Title of research project: "Cryptographic Key Exchange Using Two Servers PAKE”
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DETAILED STATEMENT OF EXPENDITURE FOR FIELDWORK & TRAVEL(I&II Year)
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RGI 1860
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DETAILED STATEMENT OF EXPENDITURE FOR CONTINGENCY (incl. Special needs)(3 £1YeA¥)
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Name of the Principal Investigator:G.K.Karthika

Title of research project: "Cryptographic Key Exchange Using Two Servers PAKE”
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DETAILED STATEMENT OF EXPENDITURE FOR HIRING SERVICES(I&II Year )
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Annual/Final Report of the work done on the Minor Research Project.
(Report to be submitted within 6 weeks after completion of each year)

1. Project report No. 1. /Final : 2/Final
2. UGC Reference No.F. : MRP 6943/16 (SERO/UGC)
3. Period of report: from : 8-Aug-2018 to 7-Aug-2019
4. Title of research project : Cryptographic Key Exchange
Authentication Using Two Servers PAKE
5. (a) Name of the Principal Investigator : G.K.Karthika
(b) Deptt. g Information Technology
(c) College where work has progressed: Vignana Bharathi Institute of
Technology
6. Effective date of starting of the project: 8-Aug-2017
7. Grant approved and expenditure incurred during the period of the report:
a. Total amount approved 3 Rs. 2.40,000
b. Total expenditure 2 Rs. 2.40,000

c. Report of the work done: (Please attach a separate sheet)
i. Brief objective of the project : (Attached)

ii. Work done so far and results achieved and publications, if any, resulting
from the work (Give details of the papers and names of the journals in
which it has been published or accepted for publication

8. 1. Published a paper “Cryptographic Key Exchange Using Two
Servers PAKE”

. Has the progress been according to original plan of work and towards achieving



iv. please enclose a summary of the findings of the study. One bound copy of the
final report of work done may also be sent to the concerned Regional Office of the UGC.

v. Any other information
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PROFORMA FOR SUBMISSION OF INFORMATION AT THE TIME OF
SENDING THE FINAL REPORT OF THE WORK DONE ON THE
PROJECT

1. Title of the Project: “Cryptographic Key Exchange Authentication Using Two
Servers PAKE”

2. NAME AND ADDRESS OF THE PRINCIPAL INVESTIGATOR: G.K Karthika . VBIT
Hyderabad.

3. NAME AND ADDRESS OF THE INSTITUTION: Vignana Bharathi Institute of
Technology, Aushapur, Hyderabad

4. UGC APPROVAL LETTER NO. AND DATE: MRP-6943/16 (SERO/UGC),
28/7/2017

5. DATE OF IMPLEMENTATION: 7/08/2017
6. TENURE OF THE PROJECT: Two years

7. TOTAL GRANT ALLOCATED:2,40,000/-
8
9

TOTAL GRANT RECEIVED: 2,31,000/-
FINAL EXPENDITURE: 2,40,000/-

10. TITLE OF THE PROJECT: “Cryptographic Key Exchange Authentication Using
Two Servers PAKE”

11. OBJECTIVES OF THE PROJECT:

e The main objective of Two Server Password-authenticated key exchange protocol is to
provide Security against passive and active attacks in case that one of the two servers is
compromised.

e Performance analysis has shown that our protocol is more efficient than existing
symmetric and asymmetric two-server PAKE protocols in terms of parallel computation and
also it takes less communication rounds.

e In addition to the efficiency the authentication and key exchange should be completed

within a time limit. Hence, the protocol is secure against replay attacks.

12. WHETHER OBJECTIVES WERE ACHIEVED: YES



SUMMARY OF THE FINDINGS

2 Sérﬁr1 Services Starfed
CRYPTOGRAPHIC KEY EXCHAHNGE AUTHENTICATION
USING TWO SERVERS PAKE

Sexverl Sexvices Started

Encrypted password : 619198188388369734813482470146574378. ..

Registration process completed

Encrypted password : 619198188388369734813482470146574378. ..

success

Encrypted p. d: 18058 74572830342100045. . .

fail

Encrypted password : 619198188388369734813482470146574378...

success

After switchover the call continues this application is useful whenever there is more signal
fluctuations happened when there is an important conversation call will not be terminated rather it

smart call forwarded with another sim from present handset.

CONTRIBUTION TO THE SOCIETY: Our protocol can be applied in distributed systems where
multiple servers exist[5]. For example, Microsoft active directory domain service (AD DS) is the
foundation for distributed networks built on Windows server operating systems that use domain
controllers. Based on our two-server PAKE protocol, we can split the user’s password into two parts
and store them, respectively, on the two AD DS domain controllers, which can then cooperate to
authenticate the user. Even if one domain controller is compromised, the system can still work. In this

way, we can achieve more secure AD DS.

WHETHER ANY PH.D. ENROLLED/PRODUCED OUT OF THEPROJECT: NO

NO. OF PUBLICATIONS OUT OF THE PROJECT: 1(paper is attached)
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ABSTRACT

Password-authenticated key exchange (PAKE) is a technique where a client
and a server share their passwords by authenticating each other mutually and
establishing key through the reciprocation of messages. The context follows
where the passwords needed to authenticate clients are being stored in a single
unique server. Hence thereby disclosing those passwords stored if the server is
collapsed due to attacks. In the current scenario the concept of two severs is
introduced where the two servers cooperate with each other to authenticate a
client and even if one of the servers is collapsed the attacker can still not
become a client as the other server’s information is not known. The solution
provided is flavored in two: First is Symmetric in which a public key is
generated and where two servers equally take part in authenticating a client.
Second is Asymmetric in which a secret key is generated and where one server
takes the help of other server to authenticate a client. This paper presents the
symmetric solution for two servers PAKE .In addition to this a nonce is
generated during authentication period that acts like a timer. If the timer is not
expired after the period limit exceeds, the authentication process is carried out

within the time limit to provide security and to replay attacks.
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1. INTRODUCTION

These days, passwords are regularly utilized by individuals during a sign in
procedure that controls access to secured PC working frameworks, cell phones,
satellite TV decoders, robotized teller machines, etc. APC client may require
passwords for some reasons: signing in to PC accounts, recovering email from
servers, getting to programs, databases, systems, web locales, and
notwithstanding perusing the morning paper on the web. Prior secret key based
confirmation frameworks transmitted cryptographic hash of the secret key over
an open channel which makes the hash esteem open to an aggressor. At the
point when this is done, and it is normal, the aggressor can work disconnected,
quickly testing potential passwords against the genuine secret word's hash
esteem. Studies have reliably demonstrated that an enormous portion of client
picked passwords are promptly speculated consequently. For instance, as
indicated by Bruce Schneier, looking at information from a 2006phishing
assault, 55 percent of MySpace passwords would-be crack able in 8 hours
utilizing an industrially accessible Secret key Recovery Toolkit fit for testing

200,000passwords every second in 2006.0ngoing exploration propels in secret



word based confirmation have permitted a customer and a server commonly to

validate with a secret phrase and in the interim to build up a cryptographic key

for secure interchanges after confirmation. All in all, current answers for

password based confirmation pursue two models. The principal model, called

PKI-based model, accept that the customer keeps the server's open key

notwithstanding share a secret word with the server. In this setting, the

customers can send the secret word to the server by open key encryption.

Gonget al. were the first to exhibit this sort of verification conventions with

heuristic impervious to disconnected lexicon assaults, and Halevi and Krawczyk

were the first to give formal definitions and thorough evidences of security for

PKI-based model. The subsequent model is called secret phrase just model.

Bellovin and Merritt were the first to consider confirmation dependent on secret

word just, and presented a set of alleged "scrambled key trade" conventions,

where the secret phrase is utilized as a mystery key to scramble arbitrary

numbers for key trade reason. Formal models of security for the secret phrase

just verification were first given freely by Bellare et al. and Boyko et al.Katz et

al.were the first to give a secret key as it we reconfirmation convention which is



both reasonable and provably secure under standard cryptographic presumption.
In view of the character based encryption method Yi et al. proposed a character
based model where the customer needs to recollect the secret key as it were
while the server keeps the secret key notwithstanding private keys identified
with its character. In this setting, the customer can encode the secret key
dependent on the personality of the server. This model is between the PKI-
based and the secret key as it we remodels. A commonplace convention for
secret key based validationexpect a solitary server stores every one of the
passwords important to validate customers. On the off chance that the server is
undermined, due to, for instance, hacking, or introducing a "Trojan pony," or
even insider assault, client passwords put away in the server are revealed. To
address this issue, two-server secret phrase based confirmation conventions
were presented, where two servers collaborate to confirm a customer based on
secret key and in the event that one server is undermined, the assailant still can't
claim to be the customer with the data from the traded off server.

We designed Two Server Password-authenticated key exchanges (PAKE) are

where servers cooperate to authenticate a customer and if one server is



compromised, the attacker nonetheless can't pretend to be the consumer with the
information from the compromised server. The present solutions for 2-server
PAKE are either symmetric in the feel that peer servers equally contribute to the
authentication or uneven within the feel that one server authenticates the
customer with the assist of any other server. We're right here by means of
looking to awareness on the symmetric answer for 2-server PAKE, in which the
client can set up one of a kind cryptographic key with the 2 servers,
respectively. Our protocol runs in parallel and is extra green than present
symmetric -server PAKE protocol, or even more green than existing
asymmetric two-server PAKE protocols in phrases of parallel computation.
Similarly to that a nonce might be generated throughout the length of
authentication and this may act as a timer. If the timer does no longer expire
with in the period restrict, the authentication process might be achieved in the
restriction which presents protection to replay assaults. A symmetric server
PAKE protocol can run in parallel and establishes mystery session keys
between the purchaser and servers, respectively. In case one of the servers shuts

down due to the denial-of-service assault, some other server can continue to



provide services to authenticated clients. Safety analysis has proven that our

protocol is secure in opposition to each passive and lively attack in case that one

server is compromised. Performance evaluation has shown that our protocol is

extra efficient than current symmetric and asymmetric -server PAKE protocols

in terms of parallel computation.

Objective of Project

e The main objective of Two Server Password-authenticated key exchange

protocol is to provide Security against passive and active attacks in case that

one of the two servers is compromised.

e Performance analysis has shown that our protocol is more efficient than

existing symmetric and asymmetric two-server PAKE protocols in terms of

parallel computation and also it takes less communication rounds.

e In addition to the efficiency the authentication and key exchange should

be completed within a time limit. Hence, the protocol is secure against replay

attacks.



Scope:

Our protocol provides explicit authentication in the sense that each party know
that other parties have established their secret session keys correctly if the
message authentication by the party succeeds. If the client C accepts the
messages M4 and M5, the client C is confirmed that the servers S1 and S2 will
compute their secret session keys with the client C correctly. If the server S1
accepts the message M6, the server S1 is confirmed that the client C has
computed the same secret session key SK1, and the client C and the server S2

have established their secret session key correctly.



2. LITERATURE SURVEY

In general, current solutions for password based authentication follow two

models. The first model, called PKI-based model, assumes that the client keeps

the server’s public key in addition to share a password with the server. In this

setting, the client can send the password to the server by public key encryption.

The second model is called password-only model which considers

authentication based on password only, and introduced a set of so-called

encrypted key exchangel protocols, where the password is used as a secret key

to encrypt random numbers for key exchange purpose.

The other model is Identity-based model where the client needs to

remember the password only while the server keeps the password in addition to

private keys related to its identity. In this setting, the client can encrypt the

password based on the identity of the server. This model is between the PKI-

based and the password only models.

KEA is a Diffie-Hellman based key exchange protocol developed by NSA

which provides mutual authentication for the parties. It became publicly

available in 1998 and since then it was neither attacked nor proved to be secure.

KEA involves 2 parties, A and B, with respective secret keys a and b and public



keys ga and gb. We assume that parties know each other’s registered public
keys.

The main idea behind KEA+ is to incorporate parties’ identities in the
computation of a session key. Interestingly, this simple feature of the protocol
turns out to be crucial in the security analysis and avoids the proof-of-
possession requirement.

KEA+ is resistant to Unknown Key Share Attacks. The 2-pass KEA+
protocol is optimized for communication and has exactly the same

communication as the original DiffieHellman protocol.

ElGamalEncryptionScheme:
Each user has a private key x Each user has three public keys: prime modulus p,
generator g and public Y= gxmod p
Security is based on the difficulty of DLP Secure key
size>1024bits(todayeven2048bits) Elgamal is quite slow, it is used mainly for

key authentication protocols.



2.1 For the study of password-based protocols for authenticated key exchange
(AKE). We consider the scenario in which there are two entities|a client A and a
server Blwhere A holds a password pw and B holds a key related to this. The
parties would like to engage in a conversation at the end of which each holds a
session key, sk , which is known to nobody but the two of them. There is
present an active adversary A whose capabilities include enumerating, o
-line, the words in a dictionary D, this dictionary being rather likely to include
pw. In a protocol we deem \good" the adversary's chance to defeat protocol
goals will depend on how much she interacts with protocol participants|it won't

signicantly depend on her o-line computing time.

2.2 Passwords are the most widespread means of user authentication.

» In existing solutions for password-based authentication, users’ passwords are
revealed if the server is compromised.

» The potential damage from server compromise can be mitigated if multiple

servers are used. » We propose and prove secure the first two-server protocol



for password-only authentication. ®» Our protocol is efficient, using only a

small constant factor more computation than existing schemes.

2.3 Taking advantage of the special strﬁcture of a federated enterprise, a new
architecture comprising an external server and a central server was proposed. A
user authentication and key exchange protocol using password that is geared to
the architecture was presented. Attention was focused on resisting off-line

dictionary attacks by the servers, a topic rarely considered in previous effort.

2.4 Two-server password authentication and key exchange system is secure
against offline dictionary attacks by servers when they are controlled by
adversaries. The is a password-only system in the sense that it requires no
public key cryptosystem and, no PKI. Ttgeneralize the basic two-server model to
architecture of a single back-end server supporting multiple frontend servers
and envision interesting applications in federated enterprises. In authentication
schema SMS integration API are used for two step verification like Gmail, as it

provides the additional security to end user.

10



2.5 Passwords are the most common way to prove identity of user when
accessing protected data, accounts and your computer itself (via User
Accounts). The use of strong passwords is therefore essential in order to protect
your security and identity. The best security in the world is useless if a
malicious person has a legitimate user name and password. A password is a
secret word or set or collection of characters used for user authentication to
prove identity or access approval to gain access to a resource (example: an
access code is a type of password), which should be kept secret from
unauthorized person. Unfortunately, many security systems are designed such
that security relies entirely on a secret password. Many researchers show that
people pick easy to guess passwords. For example, an early study on password
security found that over 15% of users picked passwords shorter or equal to three
characters.

Recent research advances in password-based authentication have allowed a
client and a server mutually to authenticate with a password and meanwhile to
establish a cryptographic key for secure communications after authentication.

The current solutions for password based authentication follow two strategies.

11



In first strategy, assumes that the client keeps the servers public key in addition
to share a password with the server. The second strategy is called password-
only strategy which introduces a set of so-called encrypted key exchange
protocols, where the password is used as a secret key to encrypt random
numbers for key exchange purpose.

2.6 The main goal of cryptography is to enable secure communication in a
hostile environment. If two parties Pi and Pj want to safely communicate over a
network occupied by an active adversary ,usually Pi and Pj will want to ensure
the privacy and authenticity of the data they send to each other.
To this end they will encrypt and authenticate their transmissions. But before Pi
and Pj want to use these tools they will need to have keys,without keys
cryptography simply cannot get to the ground.Much research in modern
cryptography has focused on how to use keys to provably achieve goals like
encryption and signatures.

2.7 A natural solution in the setting ‘under consideration is an encrypted
challenge-response protocol. Roughly speaking, the server generates a public

key, private key pair. The users are all informed of the public key. When a user

12



u attempts to log in, the server sends in the clear a challenge r to u, and u must

reply with an encryption, under the server's public key, of u, r, and u's secret

password, denoted spwdu. The critical question in making such an approach

work is the type of security that must be enjoyed by the cryptosystem. To see

this, suppose the cryptosystem is mal leablel , and consider the case in which u,

in response to a challenge r, responds with an encryption ¢ 2R E(spwdu; u; r).

Then v, impersonating u and receiving a challenge r 0 , may be able to

transform c to ¢ 0 2 E(spwdu; u; r 0 ). This is trivial if encryption is bit-by-bit,

so semantic security is clearly insucient (because there exist semantically secure

bit-by-bit encryption schemes, e.g. [13]). As this example shows, some

nonmalleability is essential to implementing the encrypted challenge-response

approach.

2.8 This problem is of growing importance as Internet-enabled computing

devices become ever more prevalent and versatile. These devices now include

among their ranks an abundant variety of mobile phones, personal digital

assistants (PDAs), and game consoles, as well as laptop and desktop PCs. The

availability of networks of computers to highly mobile user populations, as in

13



corporate environments, means that a single user may regularly employ many
different points of remote access. The roaming user may additionally employ
any of a number of different devices, not all of which necessarily possess the
same software or configuration. While smartcards and similar key-storage
devices offer a secured, harmonized approach to authentication for the roaming
user, they lack an adequately developed supporting infrastructure in many
computing environments. At present, for example, very few computing devices
contain smartcard readers — particularly in the United States. Furthermore, many
users find physical authentication tokens inconvenient. Another point militating
against a critical reliance on hardware tokens is the common need to
authenticate roaming users who have lost or forgotten their tokens, or whose
tokens have malfunctioned. Today, this is usually achieved by asking users to
provide answers to a set of “life” questions, i.e., questions regarding personal
and private information. These observations stress that roaming users must be
able to employ passwords or other short pieces of memorable information as a

form of authentication. Indeed, short secrets like passwords and answers to life

questions are the predominant form of authentication for most users today. They

14



are the focus of our work here. To ensure usability by a large user population, it
is important that passwords be memorable. As a result, those used in practice
are often highly vulnerable to brute-force guessing attacks [21]. Good
credential-server designs must therefore permit secure authentication assuming

a weak key (password) on the part of the user.

15



3. METHODOLOGY

In our system, there exist two servers S1 and S2 and a group of clients. The
two servers cooperate to authenticate clients and provide services to
authenticated clients. Prior to authentication, each client C chooses a password
pw¢ and to S1 and S2, respective, through different secure channels during the
client registration. After that, the client remembers the password only, and the

two servers keep the password authentication information. Like all existing

solutions generates the password authentication information Authgl) and
Authgz) for S1 and S2, respectively, such that nobody can determine the
password pw, from Authgl) or Authgz)unless S1 and S2 collude. The client

sends Authgl) and Auth(cz)for two-server PAKE, we assume the two servers
never collude to reveal the password of the client. When the two servers
cooperate to authenticate a client C, we assume that the client C can broadcast a
message to both of S1 and S2 simultaneously, but stress that we do not assume a
broadcast channel and, in particular, an attacker can deliver different messages

to the two servers or refuse to deliver a message to a server. In our protocol, the

16



client and the two servers communicate through a public channel which may be
eavesdropped, delayed, replayed, and even tampered by an attacker. Our
protocol is symmetric if two peer servers equally contribute to the
authentication in terms of computation and communication.

3.1 Algorithm :

ElGamal Encryption:

In cryptography, the ElGamal encryption framework is a lopsided key
encryption calculation for open key cryptography. The ElGamal encryption plan
was created by ElGamalin 1985 based on Diffie-Hellman key trade convention.
It comprises of key age, encryption, and unscrambling algorithms as follows:
Key Generation: On information a security parameter k, it distributes a cyclic

gathering G of huge prime request q with a generator g. At that point it picks a
decoding key x arbitrarily from Z,; and processes an encryption key y=g~*.

Sncryption: On inputs a message mG and the encryption key y, it chooses an
integer r  randomlyfrom Z, and outputs a  ciphertext

C=€(m,y)=(A,B)=(g",m,y").

17



Decryption: On data sources a ciphertext (A,B), and the decoding key x, it
yields the plaintext m=D(C,x)=B/A*.

ElGamal encryption plan is a probabilistic encryption plot. On the off chance
that encoding a similar message with ElGamal encryption conspires a few
times, it will, when all is said in done, yield diverse ciphertexts. Tsioun is and
Yung demonstrated ElGamal encryption plan to be semantically secure under
the DDH supposition.

ElGamal Encryption Scheme: The ElGamal eﬁcryption scheme was
invented by ElGamal in 1985 on the basis of Diffie-Hellman key exchange
protocol. It consists of key generation, encryption, and decryption algorithms
ElGamal encryption scheme is a probabilistic encryption scheme. If encrypting
the same message with ElIGamal encryption scheme several times, it will, in
general, yield different ciphertexts. Encryption Algorithm works as follows:
Key Generation: Participant A generates the public/private key pair

a. Generate large prime p and generator g of the multiplicative Group Z*p of
the integers modulo p.

b. Select a random integer a, ] <a <p - 2, and compute ga mod p.

18



c. A’s Public key is (p, g, ga ). A’s Private key is a.

Encryption: Participant B encrypts a message m to A

a. Obtain A’s authentic public key (p, g, ga).

b. Represent the message as integer’s m in the range {0, 1, 2... p-1}
c. Select a random integerk, 1 <k <p - 2.

d. Compute y = gk mod p and d =m * (ga) k

e. Send cipher text ¢ = (y, 0) to A.

Decryption: 'Participant A receives encrypted message m from B
a. Use private key a to compute (yp-1-a) mod p.

b. Recover m by computing (y-a) * 6 mod p.

19



4. RESULTS

we examine the presentation of our convention what’s more, contrast our
convention and existing conventions for two server secret phrase just validation

and key trade.In database also we can see password save in encrypted format.

B8 Server1 Services Started

CRYPTOGRAPHIC KEY EXCHANGE AUTHENTICATION
USING TWO SERVERS PAKE

Client Request Processing Status

Sexvexl Sexvices Started

fEncxypted passwoxrd : 619198188388369734813482470146574378. ..

Registration process completed

- #ySQL Command Line Client

i nobile | mailid | address | secret_key |
i

+ -+

i kaleen | 775552469148828672552911665887792366891A22483935251962498228375132711
108678334135368936137546488886138828227363208885127885445596896868377711 7877551 6]
J12344414361184289740815401813824858968959 3391425851 86858558803698779918173778572

583262629996653960483862906218675364769881965816526892544121216550211
1 9652861985 | kaleen.nndBgmail.com | hyd

i

AL
| rajesh i 1396874884873437819192952445580422809978839A5424125455687342 761549535
[76362168901887967458774733179775114858 76465017986 7828 775489820182022626 327548135
23527755937252563488641647774877585812344248130352922650142648858596125596181878
114203349265692811586168782686625182397789844481375952 7654589 2870258652 7858448353

1 hyd i 29 i
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Now click on login button to authenticate user with two servers. Then in that
screen, we can see user login successfully by using two servers. Now close
black console of one server and then still we can login. This means even more
server down then second server can able to login user or provide services to the

user. See below server screen for password.

g Server1 Services Started E\@@

CRYPTOGRAPHIC KEY EXCHANGE AUTHENTICATION
USING TWO SERVERS PAKE

Client Request Processing Status

Serverl Services Started

IEnox:ypted password : 619198188388369734813482470146574378. ..

lRegistratinn process completed

IEncrypted password : 619198188388369734813482470146574378. ..

success

fEncrypted password : 955692818058380052074572830342100045. ..

fail

fEncrypted password : 619198188388369734813482470146574378. ..

success
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CONCLUSION

The concept outlined in this work is as the users can be authenticated using
two servers in such a way that initially the password of a user will be divided
into two parts, and subsequently the secret key is generated for each part. The
password, which had to split into two parts, will be encrypted using Elgamal
Encryption. Each encrypted part, and its associated key will be sent to the two
servers. Therefore, each server contains its own key, if an intruder intelligently
makes one server to be compromised, even in that case too, the second server
will not allow the intruder to log into the system until and unless the appropriate

credentials are entered.
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Cryptographic Key Exchange Authentication
using Two Servers PAKE

G.K. Karthika, Raju Dara, Yamini Devi. N

Abstract— The key trade procedure is well thought-out
significant fractions of cryptographic method towards defend
protected end-to-end communications. All existing techniques
need two servers to be active to authenticate but this technique can
authenticate even one server is up and other server is down due to
attack as active server authenticate user by taking his parts. In this
paper, design an idea Password-authenticated key exchange
(PAKE) method to verify clients by utilizing two servers, first client
secret phrase will be splitted into two sections and afterward
mystery key will be produced for each part and after that by
utilizing key and splitted secret phrase will be encoded utilizing
Elgamal Encryption. Each encoded part and key will be send to
every server. Every server will have its very own key and in the
event that aggressor traded off one server, at that point he won't
ready to login till he got client information of second server, by
utilizing this strategy no assailant can bargain the two servers.

Keywords: Cryptography, ElGamal Encryption, Password
Authenticated Key Exchange (PAKE..

L. INTRODUCTION

These days, code word are regularly utilized by individuals
during a sign in procedure so as to have power over way in to
verified PC running system, phones, satellite TV decoders,
robotized teller machinery, etc. APC client possibly will
necessitate code word intended for some reasons: signing
within towards PC explanation, recovering email from
servers, attainment on the way to programs, record, scheme,
web locales, along with in spite of pay particular attention on
the web. Prior secret key based confirmation frameworks
transmitted cryptographic hash of the secret key more an
open conduit which construct the confusion esteem open on
the way to an aggressor. At the point while this be completed,
as well as it be normal, the aggressor be able to effort
disconnected, quickly testing potential secret word alongside
the genuine secret word's confusion esteem. Learn contain
reliably demonstrated so as to an enormous portion of client
picked passwords are promptly speculated consequently. For
instance, as indicated by Bruce Schneier, looking at
information from a 2006phishing assault, 55 percent of
MySpace code words prospective break capable within 8
hours utilizing an industrially accessible Secret key Recovery
Toolkit fit for testing 200,000passwords every second in
2006.0ngoing exploration propels in secret word based
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confirmation have permitted a customer as well as a attendant
commonly towards validate by way of a secret phrase along
with in the interim on the way to build awake a cryptographic
input meant for safe interchanges subsequent to
confirmation. All within all, present answers designed for
code word support confirmation pursue two representations.
The principal  representation, known as PKI-based form,
accept so as to the customer maintains the server open key
notwithstanding distributes a secret word through the server.
Within these surroundings, the customers know how to send
the secret word towards the server next to open key
encryption. Gonget al. be the primary towards exhibit this
sort of verification conventions among heuristic impervious
near disconnected lexicon assaults, Halevi as well as
Krawczyk be the initial towards give proper description also
thorough evidences of safety meant for PKI-based design.
The subsequent design was known as secret phrase just
method. Bellovin along with Merritt be the primary in the
direction of believe confirmation dependent lying on secret
word just, moreover presented a position of alleged
"scrambled key in trade" conventions, anywhere the secret
phrase be utilized because a mystery key in to scramble
arbitrary information meant for key in trade reason. proper
form of safety designed for the secret phrase just verification
be initial specified freely through Bellare et al. as well as
Boyko et al.Katz et al. be the first towards provide secret key
as it we reconfirmation convention which is both reasonable
along with verifiably safe beneath criterion cryptographic
presumption. In view of the character based encryption
method Yi et al. proposed a character pedestal form
anywhere the customer wants towards recollect the secret key
as it were while the server keeps secret key notwithstanding
private keys identified with its character. Within this
background, the customer be able to encode the secret key
dependent resting on the personality of the attendant. This
reproduction be stuck between the PKI-based as well as the
secret key as it we remodels. A commonplace convention for
secret key based validationexpect a solitary server stores
every one of the passwords important to validate customers.
On the off chance that the server be undermined, owing
towards, designed for instance, slash, otherwise introducing a
"Trojan pony," or else still within assault, client secret words
put away inside the server be revealed. in the direction of
tackle this subject, two-server secret phrase pedestal
confirmation conventions were presented, where two servers
collaborate to confirm a customer based on secret key and in
the event that one server is undermined, the assailant still
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v~ MySQL Command Line Client
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Now click on login button to authenticate user with two
servers. Then in that screen, we can see user login
successfully by using two servers. Now close black console
of one server along with then still we can login. This means
even more server down then second server can able to login
user or provide services to the user. See below server screen
for password.

Server1 Services Started

CRYPTOGRAPHIC KEY EXCHANGE AUTHENTICATION
USING TWO SERVERS PAKE

Client Request Processing Status

Sexrverl Services Started

IEncrgptad password : 619198188388369734813482470146574378. ..

IRegistration process completed

lEncxypted password : 619198188388369734813482470146574378. ..

success

fEncrypted password : 955692818058380052074572830342100045...

fail

fEncrypted password : 619198188388369734813482470146574378. ..

success

IV. CONCLUSION

In this paper, we planned a concept to authenticate users by
using two servers, first user password will be splitted into two
parts along with then secret key will be generated for each
part along with then by using key along with splitted
password will be encrypted using Elgamal Encryption. Each
encrypted part along with key will be send to each server.
Each server will have its own key along with if attaScker
compromised one server then he won’t able to login till he
got user data of second server, by using this technique no
attacker can compromise both servers.
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